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FT 4BROEREIZRAE 23R E Office 365 MIA—EZ A, WAEFKFIATAILE LAY Nobelium Group HTHiET 75
HNEE, BALUE Office 365 tEEXFEITE: Office 365 IEFHEE. Office 365 A Mk F1 Office 365 Uk
ettr, HHREEFEA Entra ID LM EFAETESIRRRIFEAE, EnLAELRIXEFEER Entra ID #281: Azure
AD IEF#E . Azure AD A M 1 Azure AD A 14

iR, TRy attack data FIREREEANTIERRNERNRIEIERE. BRI TIEAE:, TEERLEX
EITE BRI TIEAZR, ER—ERRER, ©ARMETERERAIRIKEMN TERER.
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https://msrc.microsoft.com/blog/2024/01/microsoft-actions-following-attack-by-nation-state-actor-midnight-blizzard/
https://attack.mitre.org/groups/G0016/
https://attack.mitre.org/groups/G0016/
https://twitter.com/_wald0
https://posts.specterops.io/microsoft-breach-what-happened-what-should-azure-admins-do-da2b7e674ebc?gi=0e7f61c0db51
https://www.youtube.com/watch?v=e1meQ3_yRIo
https://www.splunk.com/en_us/surge/threat-research.html
https://research.splunk.com/stories/nobelium_group/
https://research.splunk.com/
https://research.splunk.com/stories/office_365_account_takeover/
https://research.splunk.com/stories/office_365_persistence_mechanisms/
https://research.splunk.com/stories/office_365_collection_techniques/
https://research.splunk.com/stories/office_365_collection_techniques/
https://research.splunk.com/stories/azure_active_directory_account_takeover/
https://research.splunk.com/stories/azure_active_directory_account_takeover/
https://research.splunk.com/stories/azure_active_directory_persistence/
https://research.splunk.com/stories/azure_active_directory_persistence/
https://github.com/splunk/attack_data

splunk>

¥I4a5AR

Midnight Blizzard F|FEHEIEST B IR T FRIHEELSHEE (MFA) BIEIRIELE SIS
Source

R TAZRRT AR R —E8 % H55F0 Entra ID 4Cix ERYEERICES 50126 JGHABIERZIHIETINE, TEERE

h, REFREEITEFENE—ER IP ETEHRE.

0365 Multiple Users Failing To Authenticate From Ip

‘0365 _management_activity’ Workload=AzureActiveDirectory Operation=UserLoginFailed ErrorNumber=>5
0126

| bucket span=5m time

| stats dc(user) as unique_accounts values(user) as user values(LogonError) as LogonError
values(signature) as signature values(UserAgent) as UserAgent by time, src_ip

| where unique_accounts > 10

20 Per Page v # Format Preview v
_time = ipAddress + Fd status.errorCode = unique_accounts + # userPrincipalName + F
2023-06-16 18:10:00 82.1.1.35 50126 31 abigail.clark@splunkresearch.com

alexander.rodriguez@splunkresearch.com
amelia.harris@splunkresearch.com
ava.brown@splunkresearch.com
benjamin. thomas@splunkresearch.com
charlotte. jackson@splunkresearch.com
christopher.collins@splunkresearch.com
donald. reed@splunkresearch.com
elijah.white@splunkresearch.com
elizabeth.walker@splunkresearch.com
emily.lewis@splunkresearch.com

emma. smith@splunkresearch.com
evelyn.martinez@splunkresearch.com
harper. thompson@splunkresearch.com
isabella.moore@splunkresearch.com
james.wilson@splunkresearch.com
liam. johnson@splunkresearch.com
logan.robinson@splunkresearch.com
lucas.martin@splunkresearch.com
mason.garcia@splunkresearch.com
mia.anderson@splunkresearch.com
noah. jones@splunkresearch.com
oliver.taylor@splunkresearch.com
olivia. jenkins@splunkresearch.com
olivia.toro@splunkresearch.com
olivia.williams@splunkresearch.com



https://www.microsoft.com/en-us/security/blog/2024/01/25/midnight-blizzard-guidance-for-responders-on-nation-state-attack/
https://learn.microsoft.com/en-us/entra/identity-platform/reference-error-codes

splunk>

WEET RS RENTERBNEIRIE RS, BEEEERTREZR/MERNS G IP (UHERAE R 2,
ERRERERRIEAIDTIERE. BR, RFIULUEBEARRE: EEREAHEIRRHSESEINShiEIEE.

20 Per Page v # Format Preview v 1 2 Next >
category 0s » errorCode

_time % 3 user ¢ 7 src_ip ¢ V4 appDisplayName = V4 3 =

2023-11-06 SignInLogs Sophia.Miller@splunkresearch.com 18.246.176.217 Azure Active Directory Windows 50126

20:53:22.553 PowerShell

2023-11-06 SignInLogs Logan.Robinson@splunkresearch. com 18.246.176.33 Azure Active Directory Windows 50126

20:53:17.278 PowerShell

2023-11-06 SignInLogs Amelia.Harris@splunkresearch.com 44.233.54.196 Azure Active Directory Windows 50126

20:53:11.769 PowerShell

2023-11-06 SignInLogs Elijah.White@splunkresearch.com 35.90.133.30 Azure Active Directory Windows 50126

20:53:07.632 PowerShell

2023-11-06 SignInLogs Robert.Turner@splunkresearch.com 35.92.26.38 Azure Active Directory Windows 50126

20:53:02.660 PowerShell

2023-11-06 SignInLogs Mary.Evans@splunkresearch.com 34.223.69.241 Azure Active Directory Windows 50126

20:52:57.263 PowerShell

2023-11-06 SignInLogs Christopher.Collins@splunkresearch.com 35.93.126.64 Azure Active Directory Windows 50126

20:52:46.015 PowerShell

2023-11-06 SignInLogs Isabella.Moore@splunkresearch.com 34.223.70.198 Azure Active Directory Windows 50126

20:52:45.462 PowerShell

2023-11-06 SignInLogs Elizabeth.Walker@splunkresearch.com 35.93.127.69 Azure Active Directory Windows 50126

20:52:42.775 PowerShell

ETENDT, HPETETRREEE, flan:

HE—FRE IP AEHNEE

ARIFBFRIETEL

IR 1P FIEEZRAYS R

KERTERER TS R AE—EERERAENE

A wn =

BEEERELIEENEE, HAITUSKRERESTRIVEL.

0365 Multi-Source Failed Authentications Spike

'0365_management_activity' Workload=AzureActiveDirectory Operation=UserLoginFailed ErrorNumber=5
0126

| bucket span=5m time

| eval uniquelPUserCombo = src_ip . "-" . user
| stats dc(uniquelPUserCombo) as uniquelpUserCombinations, dc(user) as uniqueUsers,

dc(src_ip) as uniquelPs, values(user) as user, values(src_ip) as ips, values(user_agent) as user_agents by tim
e

| where uniquelpUserCombinations > 20 AND uniqueUsers > 20 AND uniquelPs > 20



splunk>

20 PerPage v # Format Preview v
Vé P4 7 7
uniquelpUserComb uniqueUsers uniquelPs uniqueUserAgents

_time ¢ s s : s users + rd ips = Ve

2023-11-06 20:50:00 30 30 29 1 Abigail.Clark@splunkresearch.onmicrosoft.com 18.246.176.105
Alexander.Rodriguez@splunkresearch.onmicrosoft.com 18.246.176.2
Amelia.Harris@splunkresearch.onmicrosoft.com 18.246.176.217
Ava.Brown@splunkresearch.onmicrosoft.com 18.246.176.33
Benjamin.Thomas@splunkresearch.onmicrosoft.com 18.246.176.48
Charlotte. Jackson@splunkresearch.onmicrosoft.com 18.246.176.80
Christopher.Collins@splunkresearch.onmicrosoft.com 18.246.176.85
Donald.Reed@splunkresearch.onmicrosoft.com 34.223.69.193
Elijah.White@splunkresearch.onmicrosoft.com 34.223.69.241
Elizabeth.Walker@splunkresearch.onmicrosoft.com 34.223.70.18
Emily.Lewis@splunkresearch.onmicrosoft.com 34.223.70.198
Emma. Smith@splunkresearch.onmicrosoft.com 35.90.132.190
Evelyn.Martinez@splunkresearch.onmicrosoft.com 35.90.133.240
Harper.Thompson@splunkresearch.onmicrosoft.com 35.906.133.25
Isabella.Moore@splunkresearch.onmicrosoft.com 35.90.133.30
James.Wilson@splunkresearch.onmicrosoft.com 35.92.26.38
Liam. Johnson@splunkresearch.onmicrosoft.com 35.93.124.137
Logan.Robinson@splunkresearch.onmicrosoft.com 35.93.124.198
Lucas.Martin@splunkresearch.onmicrosoft.com 35.93.126.64
Mary.Evans@splunkresearch.onmicrosoft.com 35.93.127.129
Mason.Garcia@splunkresearch.onmicrosoft.com 35.93.127.13
Mia.Anderson@splunkresearch.onmicrosoft.com 35.93.127.47
Noah. Jones@splunkresearch.onmicrosoft.com 35.93.127.69
Oliver.Taylor@splunkresearch.onmicrosoft.com 44.233.54.169
Olivia.Williams@splunkresearch.onmicrosoft.com 44.233.54.196
Paul.Morgan@splunkresearch.onmicrosoft.com 44.233.54.28
Robert.Turner@splunkresearch.onmicrosoft. com 44.233.54.40
Sebastian.lLee@splunkresearch.onmicrosoft.com 44.233.55.40
Sophia.Miller@splunkresearch.onmicrosoft.com 44.233.55.57

William.Davis@splunkresearch.onmicrosoft.com

Bigahk

Midnight Blizzard 7|FE 455 pI2IF B REF a5 IR EHR Hlet OAuth [EFFRETL, Z/BIBFETUHEA T2
Microsoft 2\ GH=ISHIERIZFaTHE

Source

ETHIREN OAuth EREXIRERTHTRME, S2EEVEENEE SR ERAEXIMERNFTIEE. KM
OJLUERENE [EHERER - EEMREESTESM] REMRELRE. BETIEM, FHMaTLAEEMEE
Entra ID FFal#ERARINEHIETEE R KL,

0365 Service Principal New Client Credentials

'0365_management_activity' Workload=AzureActiveDirectory Operation="Update
application*Certificates and secrets management "

| stats earliest(_time) as firstTime latest(_time) as lastTime by user
ModifiedProperties{}.NewValue object Objectld

| 'security content_ctime(firstTime)

| 'security_content_ctime(lastTime)’


https://www.microsoft.com/en-us/security/blog/2024/01/25/midnight-blizzard-guidance-for-responders-on-nation-state-attack/

splunk>

100 Per Page v # Format Preview v
Py
object Fd
user = Fd ModifiedProperties{}. New\Value = V d ] Objectld = r 4 firstTime <
attacker@splunkresearch. com KeyDescription Appl Application_fa9d3cd6- 2024-01-
cBcd-4e26-adbd- 31T11:32:47
f744cccbedhl
attacker@splunkresearch. com [ App1 Application_fa9d3icdé- 2024-01-
"[KeyIdentifier=16e732ae-7adc-4577-b790~ clcd-4e26-adbd- 31T11:32: 47
fSbca@464d1b,KeyType=Password,KeyUsage=Verify,DisplayName=Read]" f744cccbc851
1
attacker@splunkresearch. com [ App1 Application_fa9d3icde- 2024-01-
"[Keyldentifier=41572925-6554-4843-833b- cBcd-4e26-adbd- 31T14:23:59
86bc7c1a2f23,KeyType=Password, KeyUsage=Verify,DisplayName=read]" f744cccbe851

1
MISEE, REEY/EURERENMEEIARE TN METEMERE, FefBEATE. JHRUNTE,
BERT, #i—BzERBECRFEREE RIS NEE B, TEERETESMERE. BT EUEEREYE
&), FFIFZE(KEE Entra ID H56F0 ServicePrincipalSigninLogs 851,

BRI L AR RS LEEIE T B0 BB AR A AR P OB L U B T B RS B B RSB AR AR TRDRFE . =
K2, EEERSEAENAURETIGIELERFETEEEHEN. SEREM, BHNTEERCER, R
iR EIR TS ERERERAAYIR P (FRE B S HE RESH.

Azure AD Service Principal Authentication

‘azure_monitor_aad" operationName="Sign-in activity" category=ServicePrincipalSigninLogs
| rename properties.* as *

| stats count earliest(_time) as firstTime latest(_time) as lastTime by user, user id, src_ip,
resourceDisplayName, resourceld

| security_content _ctime(firstTime)

| 'security content ctime(lastTime)


https://techcommunity.microsoft.com/t5/microsoft-security-experts-blog/good-ual-hunting/ba-p/3718421
https://learn.microsoft.com/en-us/entra/identity/monitoring-health/concept-sign-ins#service-principal-sign-ins

splunk>

100 Per Page » # Format Preview v
Vi
user src_ip resourceDisplayName ./ count
= user_id & rd = = resourceld = s S firstTime = ~ lastTime = s
Research 60eedfde-9221- *.%.97.19 Microsoft Graph popeBoR3-poAB- 25 2024-02- 2024-02-
479c-92df- pOBe-coBo- 13T16:35:49 13T10:46:43
4c97cb5e2f9d popeoooROBOA
Research 60eed4fd4e-9221- *.%.97.19 Microsoft.EventHubs 8036%9ed6-5f11- 1 2024-92- 2024-02-
479c-92df- 4ddS-bef3- 13T16:42:42 13T10:42:42
4c97cb5e2f9d 692475845e77
Research G0eedfd4e-5221- *, % 97.19 Office 365 Exchange dopeoen2-pean- 2 2024-02- 2024-02-
479c-92df- Online Bff1-cedo- 13T16:36:00 13T18:41: 21
4c97chb5e2f9d popeoeono0ea
Research 60eed4f4e-9221- *.%.97.19 0ffice 365 Management c5393580-f8085- 15 2024-92- 2024-02-
479c-92df- APIs 4401-95e8- 13T10:35:49 13T10:46:55
4c97cb5e2f9d 94b7a6ef2fc2
= =]
ATl EIRH

Midnight Blizzard 7RG 5HEEFAT A FIRIR BT Hlat OAuth [BFFFETL, ZIE/FFetliert T 4]
Microsoft 2\ G EHIGHIEEFATE
Source
R R RE NS R ES AR, (BEMRrIERAEREZAEVN. EFZEE+, 52—
EREREE TEASY, BESAEHDECVEFI#EEZAEI#E. £ M365/Entra ID £RERSAH, BT
Entra ID At&%0 APl ZFal# (%0 Graph # Exchange Online) ZRFEE.,

aLAEIR [#EERINEIReE] 1 [EHEREDN] BRtERELS M. HE2ETUEINREAESE (W'eEE
HE"sSEAGREES") 18U API AR (20" Application.ReadWrite All",
“AppRoleAssignment.ReadWrite.All"f1"RoleManagement.ReadWrite.Directory”, EAE—EEZAIEE, &
ZHFEEESER.

0365 High Privilege Role Granted

‘0365 _management_activity' Operation="Add member to role."
Workload=AzureActiveDirectory

| eval role_id = mvindex('ModifiedProperties{}.NewValue',2)

| eval role_ name = mvindex('ModifiedProperties{}.NewValue',1)

| where role_id IN ("29232cdf-9323-42fd-ade2-1d097af3e4de",
"f28a1f50-f6e7-4571-818b-6a12f2af6b6c”, "62€90394-69f5-4237-9190-012177145e10")

| stats earliest(_time) as firstTime latest(_time) as lastTime by user Operation Objectld



https://www.microsoft.com/en-us/security/blog/2024/01/25/midnight-blizzard-guidance-for-responders-on-nation-state-attack/

splunk>

role_ name
| security_content_ctime(firstTime)

| 'security content ctime(lastTime)

100 Per Page = # Format Preview =

user ¥ rd Operation = rd Objectld =

admin@splunkresearch.com Add member to Bedcas@e-c3de@-4aa3-ab9d-
role. 5e355ealebed

admin@splunkresearch. com Add member to 869dc64b-95b2-4003-8098-
role. 3ba39296eadb

0365 Privileged Graph API Permission Assigned

role_name =

User Administrator

Application
Administrator

firstTime =

2024-02-
14T12:56:20

2024-02-
14T11:58:44

lastTime =

2024-02-
14T12:56:20

2024-02-
14T11:58:44

‘0365 _management_activity' Workload=AzureActiveDirectory Operation="Update application."

| eval newvalue = mvindex('ModifiedProperties{}.NewValue',0)

| ssrc input=newvalue

| search

"{}.RequiredAppPermissions{}.Entitlementld"="1bfefb4e-e0b5-418b-a88f-73c46d2cc8e9" OR

"{}.RequiredAppPermissions{}.Entitlementld"="06b708a9-e830-4db3-a914-8e69da51d44f"

OR "{}.RequiredAppPermissions{}.Entitlementld"="9e3f62cf-ca93-4989-b6ce-bf83c28f9fe8"

| eval Permissions = '{}.RequiredAppPermissions{}.Entitlementld'

| stats count earliest(_time) as firstTime latest(_time) as lastTime values(Permissions)

by user, object, user_agent, Operation
| 'security content_ctime(firstTime)

| security_content_ctime(lastTime)



splunk>

100 Per Page v

user

attacker@splunkresearch.com

B

# Format

Preview v

7 object = 7

STRT_ReadEmail

Vg
P d count
Objectld = rd Operation =
Application_75924835- Update
d844-4947-96ba~ application.

18074e997386

e
firstTime ~ lastTime ~ values(Permissions)

- - -

2024-01~
30T10:24:59

2024-01-
307T15:30:18

06b708a5-e830-
4db3-a914-
8e69da51d44f
1bfefb4e-edb5-
418b-a88f-
73c46d2cc8ed
570282fd-faSc-
430d-a7fd-
fc8dc98aldca
7427e0eS-2fba-
42fe-boch-
848c9%e6a8182
810c84a8-4a%e~
49e6-bf7d-
12d183f40de1
9e3f62cf-ca93-
4989-b6ce-

.

==

ZZHEERIE TRIES

OAuth JEFFFETL

Source

£ Entra ID IRISHAIEHRY OAuth ERIEURy, #5AE3E [RNINERMEN] 0 [INIRFSERE] S, HREERER

PIRRHIRGABIERR, RItERERE R sEEEhEE.

100 Per Page ~

_time =

2024-02-07

2024-02-07

2024-02-07

7:31

2024-02-07

5

7:31

2024-02-07

7:31

2024-02-07 17:31

Y 5 3

Y A

# Format

108

108

102

102

Preview v

Operation +

Add application.

Add service
principal.

Add application.

Add service

principal.

Add application.

Add service
principal.

Userld =

attacker@splunkresearch.

attacker@splunkresearch.

attacker@splunkresearch.

attacker@splunkresearch.

attacker@splunkresearch.

attacker@splunkresearch.

com

object + ~

Malicious11

Malicious11

Malicious1@

Malicious1@

Malicious$9

Malicious9

Objectld = V4

Application_aef7a%a6-428e-4f0f-ab@9-
bef10b21bdab

e06366ca-8489-4748-b6a2-d7e4332f45¢c1

Application_852b916a-d355-4991-82af -
444a9f8el07f

6afcdaf6-7dc9-43d2-a707-4274d499e479

Application_8294d9f8-20c4-4323-adSf-
e2de75f2ea2e

c57490e5-d8bb-441d-a3b8-aa94b24d19cf

B2, HEENLESERMBEINSETRESES. Wi, RPNITER f—F%ERTN 2RE TR

o] Bk tEEfE e\ R A& E ERIEERERIEAT.
FHEHERIRAI DT,

EERRIMURRDRM TERIMIEREN, EkFIsE5mEEE


https://www.microsoft.com/en-us/security/blog/2024/01/25/midnight-blizzard-guidance-for-responders-on-nation-state-attack/
https://www.microsoft.com/en-us/security/blog/2024/01/25/midnight-blizzard-guidance-for-responders-on-nation-state-attack/

splunk>

CreationTime: "2024-82-07T22:20:49"

Id: "2b7953ee-1b64-46c2-alb0-023806884a6d"
Operation: "Add service principal.”
OrganizationId: "3a35663a-009d-48be-9864-24314e4214ed”
RecordType: 8

ResultStatus: "Success”

UserKey: "Not Available”

UserType: &

Version: 1

Worklead: "AzureActiveDirectory”

ObjectId: "1095fe98-be87-4ab7-9a63-e44bdabtd23f5”

AzureActiveDirectoryEventType: 1

ActorContextId: "3a35663a-009d-48be-9864-24314e4214ed”
InterSystemsId: "4718Bd68e-aB14-41f4-bBbe-ccl6179af594"
IntraSystemId: " 6000-0000 i
SupportTicketId: "

TargetContextId: "3a35663a-009d-48be-9864-24314e4214ed”

UserId: "ServicePrincipal_fc8c8125-bcBc-499d-8344-e53che3caaBl”

Actor (5) @D

0365 Multiple Service Principals Created by User

ID: "LegacyTestOAuthapp”
Type: 1

ID: "869dc6ib-95b2-4803-8098-3ba39296eak6”
Type: 2

ID: "ServicePrincipal_fc8c8125-bc@c-499d-8344-e53c6e3caaBl”
Type: 2

|

ID: "fcBc8125-bcBc-499d-8344-e53che3caall”
Type: 2

ID: "ServicePrincipal”
Type: 2

"'0365_management activity’ Workload=AzureActiveDirectory Operation="Add service

principal.”
| bucket span=10m _time

| eval len=mvcount('Actor{}.ID")

| eval userType = mvindex('Actor{}.ID',len-1)

| search userType = "User"

| eval displayName = object

| stats count earliest(_time) as firstTime latest(_time) as lastTime values(displayName) as

displayName dc(displayName) as unique_apps by src_user

| where unique_apps > 3
| 'security content_ctime(firstTime)

| security_content_ctime(lastTime)’

100 Per Page = # Format Preview =
sSrc_user = rd count > ~
attacker@splunkresearch.com 6

firstTime = e lastTime %

2024-02-07T17:30:00

2024-02-07T17:30:00

e displayName =+ unigue_apps =

Malicious1@
Malicious11
Malicious6
Malicious?7
Malicious8
Malicious9

Ve

6



splunk>

0365 Multiple Service Principals Created by SP

'0365_management activity' Workload=AzureActiveDirectory Operation="Add service principal."
| bucket span=10m _time

| eval len=mvcount('Actor{}.ID")

| eval userType = mvindex('Actor{}.ID',len-1)

| search userType = "ServicePrincipal"

| eval displayName = object

| stats count earliest(_time) as firstTime latest(_time) as lastTime values(displayName) as
displayName dc(displayName) as unique_apps by src_user

| where unique_apps > 3

| security_content_ctime(firstTime)

| 'security content ctime(lastTime)

100 Per Page » # Format Preview =
rd ry unigue_apps

src_user = Fd count = firstTime = Fd lastTime = Fa displayName % =
ServicePrincipal _fc8c8125-bcBc-499d-8344- 5 2024-02- 2024-02- Malicious 5
e53cheicaaldl B7T17:20:00 a7T17:20:00 Malicious2

Malicious3

Malicious4

Malicious5

AR, BMESEEZ(EHENR AL OAuth [EFFELaIMEIP#ET Office 365 Exchange Online full access as app A&
B, ZFEEhIEEE
Source
Midnight Blizzard 25 B 2 —ESU=AY Exchange Online API FaJ#E, LASEEITEFEMGIE, E@iA Azure
FIFETHBEISIFHE APl ST ESECBREY, SREmERRESM:

1. B, Ao Ecis OAuth FEFRETC, 4opk EFERRERN S,

2. g, EEERRETIE, W RREREN S M.

RFHEESEFTTENEEERS (BAEFHENEEERR) FhlRk, BEREARFEREREEAEH
1TERME, EILEMEEREEEE, @BIBHE ModifiedProperties 8, HFIATLARERSEFEE SEERENS
.



https://www.microsoft.com/en-us/security/blog/2024/01/25/midnight-blizzard-guidance-for-responders-on-nation-state-attack/
https://learn.microsoft.com/en-us/entra/identity/enterprise-apps/grant-admin-consent?pivots=portal

splunk>

CreationTime: "2024-82-89T16:52:33"

1d: "04fleble-fhfe-4b90-8962-0F4dE6ab32dc”

Operation: "Consent to application.”

Organizationld: "at17c578-c7ee-4BBd-a225-d48857e74df5"
RecordType: B

ResultStatus: "Success”

UserKey: "1003BFFD98415B4EAsplunkresearch.com”
UserType: &

Version: 1
Workload: "AzureActiveDirectory”

—hl ModifiedProperties (6) &

ObjectId: "32621754-9ccf-4f23-b2ff-5626ca85de2e”
UserId: "attacker@splunkresearch.com"”
AzureActiveDirectoryEventType: 1

ActorContextId: "ak17c578-c7ee-480d-a225-d48057e74df5"
InterSystemsId: "61c37dc2-e178-42be-aaf5-1d8c1bidf8ecs”
IntraSystemId: "4ede575a-b392-43ef-9fec-el10e4c170f79"
SupportTicketId: **

TargetContextId: "a4l17¢578-c7ee-480d-a225-d4B8057e74df5"

0365 Tenant Wide Admin Consent Granted

‘0365 _management_activity' Operation="Consent to application.’

Name: "ConsentContext.IsAdminConsent”
NewValue: "True"
Oldvalue: ="

Name: "ConsentContext.IsAppOnly”
NewValue: "False®
Oldvalue: ="

NewValue: "True"

Name: "ConsentContext.OnBehalfOfall”
Oldvalue: *"

Name: "ConsentContext.Tags"
NewValue: "
Oldvalue: ="

Name: "ConsentAction_Permissions”
NewValue: "[] => [[Id: 2BJIswaRCAOKFOqe42YisYrSZce5Sj_NGtUtP2B3pYel, ClientId: cl6cl2d8-42a..
Oldvalue: ="

Name: "TargetId.ServicePrincipalNames"”
NewValue: "32621754-9ccf-4f23-b2ff-5626caB5de2e”
Oldvalue: "

| eval new field=mvindex('ModifiedProperties{}.NewValue', 4)

| rex field=new field "ConsentType: (?[*\,]+)"

| rex field=new_field "Scope: (?[*\,]+)"

| search ConsentType = "AllPrincipals"

| stats count min(_time) as firstTime max(_time) as lastTime by Operation, user, object,

Objectld, ConsentType, Scope
| security_content_ctime(firstTime)

| security_content_ctime(lastTime)’

100 Per Page v # Format Preview »
Fd Fd
Fd F 4 Objectld ConsentType F4 count F 4 lastTime
Operation = user = Fd ohject = =] = Scope * s firstTime = =
Consent to attacker@splunkresearch.com TestOAuth 32621754~ AllPrincipals User.Read 1 2024-02- 2024-062-
application. Sccf-4f23- @9T11:52:33 09T11:52:33
b2ff-
5626cal5de2e

B2, Microsoft fEARNINEIERTREA SR EHERAEL & ASEAEN S, ARG TRREERER
Azure PFIFETIREESTRIED TS, AR, MMIERERERENRBERET TR, LIEREITHANESETIE, &
B IERNERERE.


https://winsmarts.com/how-to-grant-admin-consent-to-an-api-programmatically-e32f4a100e9d
https://winsmarts.com/how-to-grant-admin-consent-to-an-api-programmatically-e32f4a100e9d

splunk>

B TERNMEMRIL %, FfIER Microsoft Graph PowerShell SDK J1f New-
MgServicePrincipalAppRoleAssignedTo commandlet {85 7TiELEER, IWALLEETRMPNER: BEBEENM
ESHAE, EE3E SERRE SIS R S,

$servicePrincipal = Get-MgServicePrincipal -Filter "displayName eq 'MaliciousApp""
$EolServicePrincipal = Get-MgServicePrincipal -Filter "servicePrincipalType eq 'Application’
and displayName eq 'Office 365 Exchange Online'™"

$appRole = $EolServicePrincipal. AppRoles | Where-Object { $_.Value -eq

"full_access _as app" -and $_.AllowedMemberTypes -contains "Application” }

$params = @{

principalld = $servicePrincipal.ld

resourceld = $EolServicePrincipal.ld

appRoleld = $appRole.ld

}

New-MgServicePrincipalAppRoleAssignedTo -ServicePrincipalld $servicePrincipal.ld

-BodyParameter $params

ERRTEE RERAGSIAMNZIRFER SR, RIS 2EE RUIAREERREIREREES
EREHIT 7 IR (E. J_ﬁﬁ?*z{FﬂﬁJLT—ﬂEITEE’J PE%, SEFERBEEYTEEBBLIEIRETTUAF AP 5F
S EEHE MRS LR E R B RRIRRENIER.

0365 Admin Consent Bypassed by Service Principal

‘0365 _management_activity' Workload=AzureActiveDirectory Operation="Add app role
assignment to service principal.”

| eval len=mvcount('Actor{}.ID")

| eval userType = mvindex('Actor{}.ID",len-1)

| eval roleld = mvindex('ModifiedProperties{}.NewValue', 0)

| eval roleValue = mvindex('ModifiedProperties{}.NewValue', 1)

| eval roleDescription = mvindex('ModifiedProperties{}.NewValue', 2)


https://learn.microsoft.com/en-us/powershell/module/microsoft.graph.applications/new-mgserviceprincipalapproleassignedto?view=graph-powershell-1.0
https://learn.microsoft.com/en-us/powershell/module/microsoft.graph.applications/new-mgserviceprincipalapproleassignedto?view=graph-powershell-1.0

splunk>

| eval dest_user = mvindex('Target{}.ID’, 0)

| search userType = "ServicePrincipal"

| eval src_user = user

| stats count earliest(_time) as firstTime latest(_time) as lastTime by src_user dest_user
roleld roleValue roleDescription

| security_content_ctime(firstTime)

| 'security content ctime(lastTime)

100 Per Page » # Format Preview =
V4 rd
roleDescription count rd lastTime ~
src_user F4 dest_user = F 4 roleld < Fd roleValue = F % s firstTime < E
LegacyTestOAuthApp ServicePrincipal_8429eb5c- dc890d15- full_access_as_app Use Exchange 3 2024-02- 2024-02-
faeb-4ade-8eac- 956@-4adc- Web Services @8T16:15:54 @8T16:45:53
acclB3798769 Sb7f with full
al36ecTdecdd access to all
mailboxes
e
Midnight Blizzard FfHiE£CE25 OAuth [BIBFELLE] Microsoft Exchange Online 117514 Bzl #1#1 Microsoft
2\EJEE IR
Source

EBIERIER, NBEERRTEATIRFIES FEMIFEEN. PREETLERSA—=ZBFHFRY
“Mailitemsaccessed " SB{HERHEIAR BE). W HFSGCERRVIEEMANS E5 37738, RESERERIEE M365 (FHE.
EHPI—EEZETER ClientAppld, BIEHRERBEHITIHME Microsoft Entra FEFERY ID.  EFIA
OAuth fEFfE=\. Exchange Web fRF5. PowerShell #1 Python AR iRAEECILCRATHARD , Fefi—EEE1IR
ClientAppld & 47629505-c2b6-4a80-adb1-9b3a3d233b7b,



https://www.microsoft.com/en-us/security/blog/2024/01/25/midnight-blizzard-guidance-for-responders-on-nation-state-attack/
https://twitter.com/reprise_99/status/1752890295417774330
https://learn.microsoft.com/en-us/office/office-365-management-api/office-365-management-activity-api-schema#complex-type-appaccesscontext

splunk>

CreationTime: "2024-02-01T16:07:34"

Id: "9cef@2e9-4bfa-4c73-be7d-9dad68bIceas™
Operation: "MailltemsAccessed"
OrganizationId: "ac9350c7-49ef-4fed-8e37-f25237cd6476"
RecordType: 56

ResultStatus: "Succeeded”

UserKey: "100320030DF47B14"

UserType: ©

Version: 1

Workload: "Exchange"

UserId: "victimasplunkresearch.com"

Ap?!d: 47629505-c2b6-4a80-adb1-9b3a3d233b7b Id: "LgAAAACOAxwgOj/BRq9IBs1bhMPw/"
ClientAppId: "47629505-c2b6-4a80-adb1-9b3a3d233b7b" Folders (1) | & >
. Path: "\\Inbox"
ClientIPAddress: "8.8.8.35"
ClientInfoString: "Client=WebServices;Exch vicesProxy/CrossSite/EXCH/15.20.7249.024/p..

ExternalAccess: false

InternalLogonType: ©

LogonType: 0

LogonUserSid: "S-1-5-21-1148582062-3132321681-773847816-49307764"
MailboxGuid: "7cfcc8fc-0d4a-4elc-9592-dbb3de1e3859"

MailboxOwnerSid: "S-1-5-21-1148582062-3132321681-773847816-49307764"
MailboxOwnerUPN: "victim@splunkresearch.com"

OrganizationName: "splunkresearch.com”

OriginatingServer: "CHOPR18MB5530 (15.20.4200.000)\r\n"
OperationCount: &

B2, RFEXRIFEZL GUID BrHEIE Exchange Web BRFEHI Microsoft 32, AT RiRIERSIE, FRAF
F37 ClientinfoString ##{i, ZRAAREERBARIITIRIENEFBEHEFIRNEM. TERARES, EAaE
LtERIIN=EEREEE.

100 Per Page v # Format Preview v
7
ClientlPAddress

_time ¢ $ ClientinfoString = s

2024-02-01 11:07:34 8.8.8.35 Client=WebServices;ExchangeWebServicesProxy/CrossSite/EXCH/15.20.7245.024/python-
requests/2.25.1[Appld=47629505-c2b6-4a80-adb1-9b3a3d233b7b];

2024-01-31 11:59:31 8.8.8.35 Client=WebServices;ExchangeWebServicesProxy/CrossSite/EXCH/15.20.7249.020/Mozilla/5.0 (Windows
NT; Windows NT 10.8; en-US) WindowsPowerShell/5.1.22621.2506[Appld=47629505-c2b6-4a80-adb1-
9b3a3d233b7b];

2024-01-30 20:02:17 8.8.8.44 Client=WebServices;ExchangeWebServicesProxy/CrossSite/EXCH/15.20.7249.020/Mozilla/5.8 (Windows
NT; Windows NT 10.0; en-US) WindowsPowerShell/5.1.22621.2506[Appld=47629505-c2b6-4a80~-adb1-
9b3a3d233b7b];

0365 OAuth App Mailbox Access via EWS

‘0365 _management_activity' Workload=Exchange Operation=MailltemsAccessed Appld=*
ClientAppld=*

| regex ClientInfoString=""Client=WebServices;ExchangeWebServices"

| stats count earliest(_time) as firstTime latest(_time) as lastTime values(ClientIPAddress)
as src_ip by user ClientAppld OperationCount Appld ClientinfoString

| 'security content_ctime(firstTime)

| 'security_content_ctime(lastTime)’



splunk>

100 Per Page * # Format Preview ¥
rd Fd
OperationCount count firstTime .~ lastTime .~ src_ip

user = Fd ClientAppld = ~ s Appld= Fa E B E
victim@splunkresearch. com 47629505-c2b6- 4 47629505-c2b6 3 2024-01- 2024-92- 8.8.8.35

4a80-adb1- 4a80-adb1- 30T20:82:17 81T11:87:34 8.8.8.44

9b3a3d233b7b 9b3a3d233b7b

. . . . o \ == 4 e A = sem
BESA Midnight Blizzard [E/XEEFIF Exchange Web [RFSRIEEEFEMY, (EfEEEZSHE, %IEFREED

FHthPPESEURAY Microsoft Graph API FFe#ELARRI A WEETFEME, MNETE—2, ERMERS T —E
RIS HTIESE Graph API #3835,

0365 OAuth App Mailbox Access via Graph API

‘0365 _management_activity' Workload=Exchange Operation=MailltemsAccessed Appld=*
Appld=00000003-0000-0000-c000-000000000000

| stats count earliest(_time) as firstTime latest(_time) as lastTime values(ClientIPAddress)

by user ClientAppld OperationCount Appld
| 'security content_ctime(firstTime)

| 'security content ctime(lastTime)

100 Per Page » # Format Preview v
’, l’ -/
ClientAppld OperationCount count firstTime lastTime values(ClientiPAddress)
user = ' - - Appld = b d s o B <
victim@splunkresearch.com 867f0d29-0eab- 4 00000003-0000- 2 2024-01- 2024-01- 8.8.8.152
4017-b691~ 0000-c000- 31T11:35:09 31T13:44: 21 8.8.8.25
c4713cc7d7b0@ 000000000000
victim@splunkresearch.com 9a9c8232-73c8- 4 00000003-0000- 2 2024-02~ 2024-02- 8.8.8.40
45f4-b0e9- 0000-c000- 01712:49:25 059T11:26:09 8.8.8.88
28f525a42a8f 000000000000
victim@splunkresearch.com eScf522e-fb53- 1 00000003-0000- 3 2024-02~ 2024-02~ 8.8.8.152
40ab-8cdb- 0000-c000- 07716:45:02 07716:48:22 8.8.8.25
666962ecc953 0000006000000 8.8.8.88

EEERNEIMTAR, E OAuth FEFRRERTEEEANEIE APl (40 EWS & Microsoft Graph) LIfEE&ETA=0

FENS (SRR,

AR SR ERRE RS

FEREIVBEZNSI, BhTEBERGHHECERNEH.

ZMRELAEAFRTE, (EERNLEZAIEAELHE IR




splunk>

0365 Multiple Mailboxes Accessed via API

‘0365 _management_activity' Workload=Exchange Operation=MailltemsAccessed Appld=*
ClientAppld=*

| bucket span=10m _time

| eval matchRegex=if(match(ClientInfoString,
"AClient=WebServices;ExchangeWebServices"), 1, 0)

| search (Appld="00000003-0000-0000-c000-000000000000" OR matchRegex=1)

| stats values(ClientIPAddress) as src_ip dc(user) as unique_mailboxes values(user) as user
by time ClientAppld ClientInfoString

| where unique_mailboxes > 5

20 Per Page = # Format Preview =
<
_time = ClientAppld = F 4 sre_ip = F4 unigque_mailboxes + user = ¥4 Operation = F 4
2024-02-01 16:00:08 47629585-c2b6-4a80- 128.1.121.35 6 userl1s@splunkresearch. onmicrosoft. com MailltemsAccessed
adb1-9b3a3d233b7b user16@splunkresearch.onmicrosoft.com
userl17@splunkresearch.onmicrosoft. com
userl8@splunkresearch.onmicrosoft.com
user19@splunkresearch.onmicrosoft. com
userZ@@splunkresearch.onmicrosoft.com
&SR
7‘ FEMERENEEIRET, AR INEEETRIIREEN, FIIRFPS KRR ER . ZRBFAIEREA
OB AW EET TFRYTHFREZIZHRERIAPT, SIRPrREN:R, EMERILIRES P ORISRIR IR

%*E&?ﬁi‘iﬁﬁ% HEERERER.

Splunk FZEAFTER MABUIRIBERAIRE. SOAR {TEIFM. BENENHFERENSAEET S ER M

ik, HPIHEEREERNEEREER, LULAtMEENRKERNENRES, WBREA G CAEREE
EIEN



https://www.splunk.com/en_us/surge/threat-research.html

