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Foreword

/ Cato CTRL (Cyber Threats Research
Lab) is the cyber threat intelligence
(CTI) team at Cato Networks.

Cato CTRL protects organizations by collecting, analyzing and
reporting on external and internal threats, utilizing the data lake
underlying the Cato SASE Cloud Platform.

Through this data lake, Cato CTRL has granular data on every
traffic flow from every device communicating with the Cato SASE
Cloud Platform. This data lake is further enriched with hundreds
of security feeds and analyzed by proprietary Al/ML algorithms
and human intelligence (HUMINT). The result is a unique data
repository that provides Cato CTRL with insights into the threat
landscape and network characteristics for all traffic, including
inbound, outbound and WANbound traffic.

For those unfamiliar with these terms, here is an explainer:

« Inbound: Traffic that doesn't originate from within a network,
but attempts to enter the perimeter of a network

» Outbound: Traffic that originates from inside a network and is
destined for services on the internet or outside networks.

« WANbound: Traffic that resides within a Wide Area Network
(WAN). For example, between a branch and a datacenter.

Cato’s ability to provide a holistic view of inbound, outbound and
WANbound threats, as well as external data, is exceptionally
unigque in the industry. Without such a holistic view, it's difficult to
accurately evaluate the threat landscape for organizations.
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Additionally, Cato CTRL utilizes HUMINT to investigate the dark web
and hacking communities. This enables Cato CTRL to understand
what threat actors are buying, selling, discussing and planning.

With the release of the Q2 2024 Cato CTRL SASE Threat Report,
Cato CTRL is delivering threat intelligence that enables
organizations to stay ahead of emerging threats and keep their
environments secure. The Q2 report provides insights into:

« Threat intelligence trends, particularly within hacking
communities and the dark web.

» Enterprise security trends, including the top 10 spoofed brands,
the top 10 Al applications used and the top 10 anonymizer
applications used.

» Network security trends, including key stats on Suspicious
Activity Monitoring (SAM), secure vs. insecure protocols and
mitigated vulnerabilities.

We hope you find the Q2 2024 report informative.
Etay Maor

Chief Security Strategist at Cato Networks
Founding Member of Cato CTRL
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@: Summary

The Q2 2024 Cato CTRL SASE Threat Report provides insights into
the threat landscape across several key areas: hacking
communities and the dark web, enterprise security and network
security. These insights are gathered from Cato CTRL's analysis of
1.38 trillion network flows across more than 2,500 customers
globally between April and June 2024.

Key findings include:

(@ IntelBrokeris a highly active threat actor
selling data and source code

In its investigation of hacking communities and the dark web,
Cato CTRL came across a threat actor named IntelBroker, who is
a prominent figure and moderator in the BreachForums hacking
community.

IntelBroker’'s illicit activities encompass a wide range of
cybercriminal tactics. In recent months, IntelBroker has offered to
sell data and source code from AMD, Apple, Facebook, KrypC,
Microsoft, Space-Eyes, T-Mobile and U.S. Army Aviation and
Missile Command.
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(® Amazon is the top spoofed brand -
thanks to cybersquatting

Cybersquatting involves using a domain name with the intent to
profit off another brand's registered trademark. Threat actors
leverage cybersquatting to harvest user credentials through various
techniques, including malware distribution or phishing attacks.

In Q2 2024, Cato CTRL observed that Amazon was the top spoofed
brand by a significant margin (66% of domains), with Google ranked
second at 7%. Given the popularity of Amazon, users should be wary
of threat actors creating counterfeit websites that ask to submit
sensitive information. Users could be putting themselves or their
organizations at risk.

(® Log4jremains a popular vulnerability
that threat actors attempt to exploit

Three years after its discovery in 2021, Log4j remains one of the
most used vulnerabilities leveraged by threat actors. From Q1 2024
to Q2 2024, Cato CTRL observed a 61% increase in the attempted
use of Log4j in inbound traffic and a 79% increase in the attempted
use of Log4j in WANbound traffic.

The Oracle Weblogic vulnerability, which originated in 2020, is
another popular exploit leveraged by threat actors. From Q1 2024
to Q2 2024, Cato CTRL observed a 114% increase in the attempted
use of the Oracle Weblogic vulnerability in WANbound traffic.

Inbound traffic is traffic that doesn't originate from within the
network, while WANbound traffic resides within a WAN environment.
For threat actors, these are different potential entry points to
infiltrate organizations and conduct attacks.
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() Top Threat Intelligence Trends

In each quarterly edition of the Cato CTRL SASE Threat Report,

we focus on a trend that is drawing increased demand in hacking
communities and the dark web. In the Q1 2024 Cato CTRL SASE
Threat Report, we focused on artificial intelligence (Al) including
the use of enhanced attack tools, deepfakes and talent
recruitment to develop Al-based systems for threat actors.

In Q2 2024, we noticed an increase in the release and sale of
breached company data.

AMD.com Data Breach

by IntelBroker - Monday June 17, 2024 at 09:57 PM

IntelBroker

data: User ID First Name Last N on 1one Email Status

[~ MODERATOR |

s

1288
256
Jun 2023

View All

Figure 1. IntelBroker sells AMD data including source code

Apple Internal Tools Data Breach, Leaked - Download!
by IntelBroker - Tuesday June 18, 2024 at 09:28 PM

IntelBroker

[~ MODERATOR |

s
785
3
Jun 2023

Tree Download

Figure 2. IntelBroker sells Apple source code
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Facebook Marketplace Database - Leaked, Download!
February 11, t 10:31 PM

IntelBroker

[~ MODFRATOR |

IntelBroker
CLEANED-

s, Geograph
Contents
Hidden Content

Unlock for 8 credits
View All

Figure 3. IntelBroker sells Facebook Marketplace data

Krypc.com Source Code Data Breach
by IntelBrol Saturday J 2, 2024 at 12:20 PM

IntelBroker BreachForums

breach f

[ wonFRATOR | ' ) VirusTotal

Hidden Content

Unlock for 0 credits

Jun 2023

View All

PGF

PGP Archive Link

Figure 4. IntelBroker sells KrypC source code
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Microsoft Data Breach - Via Contractor
by IntelBroker - Tuesday February 20, 2024 at 05:17 AM

IntelBroker

View All ) 1 a us name "d3vaaron® on D

Hidden Content

Unlock for 8 credits

Figure 5. IntelBroker sells Microsoft data that was breached via a third-party

[National Security] Space-Eyes.com Database, Leaked - Download
by IntelBroker - Monday April 15, 4 at 02:03

IntelBroker BreachForums

he entire

495
194

Jun 2023

il

View All

Figure 6. IntelBroker sells Space-Eyes documents
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T-Mobile Internal Source Code Breach
by IntelBroker - Wednesday June 19, 2024 at 06:26 PM

IntelBroker

BreachForums Operative

I~ M0nFRATOR |

S

797
224
Jun 2023

Hello BreachForums Community
Today, | am selling the T-Mobile Internal Data Breach.

|-« -Mobile-~

Breached by @ IntelBroker
In June 2024, T-Mobile's infrastructure was breached and had much of their data
leaked.
Compromised data: Source code, SQL files, Images, Terraform data, t-mobile.com
certifications, Siloprograms, etc

Samples!

Tree file
& C (Y #& confluencesw.t-mobile.com/admir local-file.action
You have temporary access to administrative functions. Drop access

f you no longer require it. For more information, refer to the documentati

= F-.-Mobiler Spaces v People Calendars Blogs Analytics Create =

Confluence administration

ONFIGURATION Importing Data - In Progress

General Configuration

Figure 7. IntelBroker sells T-Mobile data

U.S. Army Aviation and Missile Command Data Breach

by IntelBroker - Sunday June 16, 2024 at 07:29 AM

IntelBroker

[ MODERATOR |

S

View All

IntelBroker

Figure 8. IntelBroker sells U.S. Army Aviation and Missile Command data

Meet IntelBroker, a moderator and highly active threat actor in the
hacking community BreachForums. In recent months, IntelBroker
has been offering up data and source code from top brands and
organizations such as: AMD, Apple, Facebook, Microsoft, KrypC,
Space-Eyes, T-Mobile and U.S. Army Aviation and Missile Command.
IntelBroker does not target a specific industry. He targets them all.
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CyberN - We are recruiting

by Search - Sunday August 13, 2023 at 01:04 PM

Search

\ ]

b\
v

e following

1 (again)

If you're interested, send me a private on the forums via privnote.

This forum acc currently banned. Ban Lengtt
Ban Reason: S

IntelBroker

Py

Figure 9. IntelBroker joins CyberN******** hgcking group

Based on a post from BreachForums, IntelBroker is associated with
the hacking group CyberN*****_ |t’s still unclear what specific role
he plays in the hacking group, but it is likely a significant one based
on his activity.

i'm selling database extracted from bmw(australia) server.
revenue: $80billion
0x3a0
HDD-drive
entries;
S ATAB54 1,400 employee users - fullname | some with phones | job | mail | password
28032023
43 1 api user - username | password
280 dealer users - mail | dealercode | dealerpass
000178 proofs: private
o
Xanoba ) Llike +LUurata

Figure 10. 0x3a0 AKA mont4na sells BMW Australia data
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trimble inc + bmw aus

& 0x320 - © 15.06.2023 - ©)  database || united states

0x3a0

B 3TOM TEME MOXHO UCMOJIb30BATb ABTOMATUYECKWUIA FTAPAHT!

Hosas caenka

Otcnexwsats
15.06.2023 < O #

i'm selling db in trimble inc server.
revenue: $12.86 billion.
https://companiesmarketcap.com/trimble/marketcap/

HDD-drive .
entries;
1 admin user - mail | pass[plaintext] | token | authaccess
Peructpaums:  28.03.2023 .
Coobuenms: 46 7 mysq| users - host | login | pass(mysqglhash)
Peakuym: 3 9,956 users - mail | pass | typeuser | createddate
TapaHT caenki: 1
Aenosu: 0.0017 5 there are many companies in these 9K users.
0 Xanoba @ylike +LUutata <3 Otser
Figure 11. 0x3a0 AKA mont4na sells Trimble data
Fortinet VPN Access
£ 0x3a0 - © 10.04.2023 - TP admin  fortinet

B 3TOW TEME MOXHO UCMONb3OBATbL ABTOMATUYECKMIA FAPAHT!

Hosar caenka

£ 3aKpeITO ANA AdNLHERLWMX OTBETOR

Orcnexuears

0x3a0 I'm selling:

HODD-drive
100+ TARGETS FOR THE COUNTRY: [UNITED STATES]

28032023 100+ TARGETS FOR THE COUNTRY: [UNITED KINGDOM]
% 100+ TARGETS FOR THE COUNTRY: [CANADA]
3
0.0017 BI They are companies and organizations from various sectors, if you are interested, contact us privately.
Figure 12. 0x3a0 AKA mont4na sells Fortinet VPN access
Logins - Largest Taiwan Company
2 0x3a0 - (©21.07.2023 -T> aopen  database  electronics | hardware | leak logins | tech
B 3TOW TEME MOXHO WCMO/b30BATb ABTOMATUYECKMWIA FAPAHT!
Orenexusare

0x3a0
HDD-drive

28.03.2023
46
3
TapanT caenkw

1
fenc 0.0017 B

I'm selling a leak(logins/users) extracted directly from the domain of a major electronics manufacturer in Taiwan.

5,000 Customer Users - CompanyName | Mail | pass
3,500 Customer Users - Name | Mail | pass

3,430 Customer Users - Name | Mail | pass

131 Employee Users - Name | Mail | pass

1 Admin User - Username | password

All passwords are in plain text, unencrypted.
For more information, private.

OXKanoBa oylike +Uurata < Otaer

Figure 13. 0x3a0 AKA mont4na sells credentials to an electronics

manufacturer in Taiwan

Q2 2024 Cato CTRL SASE Threat Report



() Top Threat Intelligence Trends

big telecom [europe country] subdomain dump

B 3TOW TEME MOXHO WUCMNO/Nb30BATb ABTOMATUYECKWIA FAPAHT!

[# Hosan caenxa

=% i'm selling dump extracted from an big telecom group with websites in many countries with billions in revenue located on Europe.
exists in db:

70,000 users
Ox3a0 21 + 5 admin/employee users
HDD-drive

name, email, username, password,

28.03.2023
W  price negotiable proofs in private.

1 QXanoba Like + LuTata Orser
0.0017 B

Figure 14. 0x3a0 AKA mont4na sells credentials for a
telecommunication group in Europe

Another notable threat actor for hire is 0x3a0, also known as
mont4na. 0x3a0 has been actively involved in selling compromised
access and sensitive data from various targets across a variety of
industries including technology, telecommunications and
transportation.

Highlights from 0x3a0’s "sales portfolio” include:

O A database with admin and user credentials.

- BMW Australia (nearly 1,700+ users)

- European telecommunications group (70,000+ users)
- Trimble (nearly 10,000+ users)

O A database with customer and employee credentials,
including plaintext passwords.
- Electronics manufacturer in Taiwan (12,000+ total users)

O A database with Fortinet VPN credentials.
- 300+ companies in the U.S,, UK. and Canada

While IntelBroker and 0x3a0 are leading "salesmen’ in various
hacking forums, we've observed other threat actors selling access
to organizations. These threat actors are more commonly referred
to as initial access brokers or IABs. Here are some examples of the
|IAB threat actors we've discovered.
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Access tor sale

& synthet!c - © Sunday at 10:30 PM

Forums > Market\ 1% > Access (SSH/RDP/VNC/Shell) \ ifjl

Sunday at 10:30 PM

Selling credit report company Apache Solr access :
Revenue < $4Billion

Country: USA

an 18, 2024 f
Jan 18, 2024 Industry: Finance

Messages 17

Reaction score 0 Type of access: Admin Apache Solr.
Points 1

Data: :{"numFound":269,058,063 }
Client information- 126 columns(info per client).

Price: open for offers.
For more Information regarding the access and the data please pm.
!Escrow!

O Report 1&y Like & Reply

Figure 15. synthet!c sells credit reports from a U.S. financial company

A new name on the IAB scene is synthet!c, who was observed
selling credit reports from a U.S. financial company on a dark web
forum called RAMP (Russian Anonymous Marketplace). The access
is via Apache Solr, which is an open-source enterprise search
platform written in Java.

It's worth noting that synthetlc recently joined RAMP in 2024,
Although it's possible that this post may be a one-time "business
venture,” it's more likely that synthet!c is creating multiple aliases
across different hacking forums in an attempt to sell the stolen
data to a wider audience
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shrinbaba Posted June 22
kilobyte
) Geo:Switzerland

Access Type:Anydesk
Acsess Privelege: LA
Domain Computers: 76

AV:NO AV
Industry:Business Services
Paid registration Revenue:$71.7 kk
o4
s Start: $800
Joined .
02/02/22 (ID: 125057) >tep: $400
Activity Blitz: $1500

Bupyconorusa / malware

Figure 16. shrinbaba sells access to a Swiss business services
company via AnyDesk

On June 22, 2024, a threat actor named shrinbaba posted on the
Exploit.in hacking forum, offering local admin (LA) access to a
Swiss-based business services company which contained admin
privileges via AnyDesk. The access featured 76 domain computers.
Payment terms are set as an auction. There is a fixed bidding
system, which begins at $800 USD, with bid increments of $400 USD
and a blitz (buyout) option at $1,500 USD.
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internetbandit  rosted June 26

INTERNETBANDIT
YY) Tun goctyna: Cisco VPN

Mpaea: Domain User

Bug pearensHocTtu: Electronic manufacturing
PeeeHto: 95+kk

CrapT: 2500USD

War: 500USD
User BnuTtu: 7500USD
014 Bpemsa: 24 vaca
17J&E:3t5 He KoBbIpAN, He CKaHWN, HAYero He Aenan, NpoAak Kak ecTs AeBCTBEHHbIA AoCTyn.
08/01/16 (ID: 71225) PeBeHlo TONBKO TEM, Y KOro CTapas pera.
Activity

apyroe / other

Figure 17. internetbandit sells Cisco VPN access to an electronic
manufacturing company

On June 26, 2024, a different threat actor named internetbandit
posted on the same hacking forum, offering Cisco VPN access with
domain user rights for an electronics manufacturing company.

The access auction had a starting bid of $2,500 USD, with
increments of $500 USD and a blitz (buyout) option at $7,500 USD.
The auction was live for only 24 hours.
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(® Top 10 Spoofed Brands

Well-known brands are often the prime target of cybercriminals,
and for good reason. Cybersquatting, also known as domain
squatting, involves using a domain name where threat actors can
profit from using the recognition of a widely known trademark.
Masking themselves using popular brand names, threat actors can
conduct phishing attacks, host pirated software, distribute
malware and commit fraud with almost no limits.

70.00%

—

5.17%
60.00%
50.00%
40.00%
30.00%
20.00%
10.00%

} 0.59% 018%, 0.06%
082% — O 47% 923 008% O 0.41%
5.40% » X 065% — Qlg% ¥ 029%

0.00% . e R o I =

Amazon Google DHL Facebook Alibaba Youtube Instagram Microsoft Yahoo Outlook

@® homographsquatting levelsquatting ® typosquatting combosquatting @ Other

Figure 18. The percentage of domains for the top 10 spoofed brands
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O & microsoft-amazon.shop =

Adquira Ja
POR APENAS 2

SURFACE

Nessa oferta de pré-lancamento do Surface Pro 5

Figure 19. Example of brand spoofing with Amazon (fake domain)
and Microsoft (fake advertisement)

In Q2 2024, Amazon was the most spoofed brand (66% of
domains) ahead of Google. We are observing an increase in
the use of "Amazon’ in phishing, fraud and brand
impersonation attacks.

Threat actors leverage various “squatting” techniques to mask their
domains:

O Combosquatting involves creating a domain that combines
legitimate domain with additional words or letters, such as
“cato-networks.com,” which adds a hyphen to Cato’s URL
catonetworks.com.

O Homographsquatting uses various character combinations
that resemble the target domain visually, such as
‘catonetOrks.com, which substitutes a zero to mimic the letter "o.”
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O Levelsquatting inserts the target domain into the subdomain of
the cybersquatting URL. A good example of levelsquatting
would be login.catonetworks.fake.com - where an unsuspecting
user might miss the "fake.com” part and enter.

O Typosquatting creates domain names that incorporate typical
typos users input when attempting to access a legitimate site.
A perfect example of typosquatting would be ‘catonetwrks.com),
which omits the ‘0" in networks.

OOther includes other techniques, such as using the brand name
within the domain.

(® Top 10 Al Applications Used

2500

2000

1500

1000

([T

Microsoft ChatGPT Google Perplexity Anthroplc Bodygram Writesonic Otter Al Craiyon Poe Al
Copilot Gemini (Claude Al)
(BingAl) (Bard)

Figure 20. Top 10 Al applications used by unique accounts

In Q2 2024, Microsoft Copilot was the most widely used Al application
on our top 10 list, followed by ChatGPT and Google Gemini.
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We also observed an increase in the usage of Bodygram, an Al
company that claims to produce accurate measurements of body
size and body composition with just two photos. This application
did not make our top 10 list in QI 2024.
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Figures 21 and 22. Top 10 Al applications used by industry verticals
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(® Top 10 Anonymizer Applications Used

1600

]"iiim
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Translate VPN

website proxy
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o
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o

Figure 23. Top 10 anonymizer applications used by unique accounts

NordVPN was the top anonymizer application used in Q2 2024.

NordVPN is a popular application to encrypt internet traffic and
hide the IP of a physical location.
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Figures 24 and 25. Top 10 anonymizer applications used by
industry verticals
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Organizations have traditionally relied on legacy multiprotocol
label switching (MPLS) networks to transmit data without
encryption, while trusting edge firewalls for protection.

The Zero Trust security model has redefined access authentication
by emphasizing the importance for organizations to assume that
threat actors may already be present within their networks. The
aim is to make it more difficult for threat actors to carry out
malicious activities and plan advanced attacks.

Yet despite the advanced security benefits of implementing a Zero
Trust approach, recent data indicates that organizations still rely
on Wide Area Networks (WAN) and continue to use insecure
protocols.

Cato Networks developed SAM (Suspicious Activity Monitoring),

a suite of capabilities that can identify suspicious behavior and
alert an organization using Cato XDR. Each SAM signature is
categorized by risk levels: Low, Medium or High. SAM signatures
have also been mapped to their respective MITRE ATT&CK tactics.

Threat actors can remain undetected by exploiting common tools
that are used by organizations daily. Through SAM, Cato offers
visibility into an organization'’s utilization of common tools,
techniques and operations. SAM can remove the blind spots when
it comes to uncovering poor security practices and identifying
elusive threat actors.
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Suspicious Activity Monitoring (SAM)
(® Outbound traffic

1% 1% 1% 0%

®

Figure 26. Top 10 high-risk suspicious activities in outbound traffic

@® Traffic towards dynamicDNS services in HTTP

EXE download over HTTP non-browser traffic

Possible malicious exe file downloaded from wordpress site.

Ngrok agent attempted to establish a tunnel with Ngrok cloud

Downloaded Netcat

Download of a Binary File by Autoit

Curl client downloads a portable executable file

Exfiltration - Ursnif/Gozi
Downloading NetScan

® Rclone Exfiltration Client

by unique accounts

We did not observe a noticeable change in outbound traffic
activity in Q2 2024 compared to Ql 2024.

It's worth noting that Dynamic DNS (DDNS) topped the list of
high-risk suspicious activities in outbound traffic. While this does
not necessarily mean that an attack is happening, there are known
attacks that use this technique. For example, APT28 (Fancy Bear)
and the Mirai botnet use DDNS to communicate with its
command-and-control (C2) infrastructure.
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Figures 27 and 28. Top 10 high-risk suspicious activities in
outbound traffic by industry verticals (unique accounts)

Q2 2024 Cato CTRL SASE Threat Report



() Top Network Security Trends

(® WANbound traffic
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Querying Groups in the bomain

Execution of Remote RemCom Service

Netscan write test

Execution of Remote PAExec Service
@ Using PsExec to Transfer Executable in SMB
Tranferring Nmap over SMB

WinRM Uncrypted Execution Powershell

@ PSexec Impersonates as a regular Executable

24%

Figure 29. Top 10 high-risk suspicious activities in WANbound
traffic (unique accounts)

We observed a noticeable change in WANbound traffic activity in
Q2 2024 compared to Q1 2024.

"Moving Executable Laterally to a Temp Directory” increased 200%
(from 8% in Ql to 24% in Q2). Threat actors leverage this technique
to move tools between systems, which typically occurs during
lateral movement. "Temp" directories usually have permissions for
reading, writing and executing by all users. Threat actors leverage
them to download and run tools/scripts.
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Figures 30 and 31. Top 10 high-risk suspicious activities in
WANbound traffic by industry verticals (unique accounts)
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Secure vs. Insecure Protocols

Implementing secure protocols can drastically reduce the attack
surface. In this section, Cato CTRL explores the use of such
protocols within an organization.

@® HTTPvs. HTTPS

100%
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60% 73% 89% 89%
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20%

10% -
27%
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Ql Q2 Ql Q2 Ql Q2 Ql Q2
Overall INBOUND WANBOUND

OUTBOUND

@ HTTP HTTPS
Figure 32. HTTP vs. HTTPS traffic comparison by traffic direction

We observed a noticeable change in inbound HTTP vs. HTTPS traffic
activity in Q2 2024 compared to Ql 2024.

Of note, there was a 30% increase (from 73% in QI to 95% in Q2) in
inbound HTTPS traffic activity. It's also worth noting there was an 81%
decrease (from 27% in Q1 to 5% in Q2) in inbound HTTP traffic activity.
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Figures 33 and 34. Inbound HTTP vs. HTTPS traffic by industry verticals

We observed a noticeable change in inbound HTTPS traffic activity
by industry verticals in Q2 2024 compared to QI 2024.

The top three industry verticals with the highest increases in inbound
HTTPS traffic activity from Q1 2024 to Q2 2024 were media (288%
increase), telecommunications (475% increase) and transportation
(158% increase). In other words, these were the verticals that did the
most to improve the security of their inbound traffic. The increases
were prompted by customers adding TLS certificates to their
websites, removing old applications and using HTTPS for new
accounts.
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@ HTTP HTTPS

Figures 35 and 36. WANbound HTTP vs. HTTPS traffic by industry verticals

We did not observe a noticeable change in WANbound HTTP traffic
vs. HTTPS traffic activity by industry verticals in Q2 2024 compared
to Q1 2024.
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(® SSH vs. Telnet
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Figure 37. Telnet vs. SSH traffic comparison by traffic direction

We did not observe a noticeable change in Telnet vs. SSH traffic
activity in Q2 2024 compared to Q1 2024.
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Figures 38 and 39. WANbound Telnet vs. SSH traffic by industry verticals

We observed a noticeable change in WANbound Telnet vs. SSH
traffic activity by industry verticals in Q2 2024 compared to Ql 2024.

The agriculture and education verticals had the largest increases in
WANbound SSH traffic activity (263% increase and 838% increase,
respectively). SSH can encrypt traffic in both directions, which helps
organizations stay more secure.
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(® SMBv1 and SMBv2 vs. SMBv3
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Figure 40. SMB vl and v2 vs. SMB v3 traffic comparison by traffic direction

We did not observe a noticeable change in SMBv]I and SMBv2 vs.
SMBV3 traffic activity in Q2 2024 compared to Q1 2024.
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Figures 41 and 42. SMB vl and v2 vs. SMB v3 WANbound traffic
by industry verticals

We did not observe a noticeable change in WANbound Telnet vs.
SSH traffic activity by industry verticals in Q2 2024 compared to
Q1 2024.
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Mitigated Vulnerabilities

We've analyzed mitigated Common Vulnerabilities and Exposures
(CVEs) across different traffic directions: inbound, outbound and
WANbound. Here’'s what we found.

(® SMBv1and SMBv2 vs. SMBv3

@ CVE-2021-44228 - Apache-Log4j Remote Code Execution
CVE-2017-9841 PHP arbitrary code execution vulnerability
@® CVE-2021-41773 - Apache HTTP Server Path Traversal
@  CVE-2021-45046 - Apache-Log4j Denial of Service
@ CVE-2022-21371 - Oracle Weblogic Server Local File Inclusion
CVE-2022-41040, CVE-2022-41082 - Microsoft Exchange Remote Code Execution
@ CVE-2021-26855 - Microsoft Exchange Server Remote Code Execution Vulnerability
CVE-2021-43798 - Grafana Directory Traversal
CVE-2018-19629 - ImageNow Server Denial of Service

@® CVE-2014-0130 - Ruby on Rails Directory Traversal

Figure 43. Top 10 mitigated CVEs in inbound traffic by traffic volume

We observed a noticeable change in the attempted use of
vulnerabilities in inbound traffic in Q2 2024 compared to Q1 2024.

In inbound traffic, we observed a 61% increase (from 18% in Q1 to 29%
in Q2) in the attempt for CVE-2021-44228 (Apache Log4j remote code
execution) to be exploited. In fact, it became the most popular exploit
for threat actors to attempt to use in inbound traffic in Q2 2024. This
exploit ranked second in Q1 2024.

Upon further inbound traffic analysis, we observed attempts to exploit
Log4j to deploy the RedTail cryptomining malware in the services and
manufacturing industries. We also noticed an attempt to deploy the
XMRig cryptomining malware in the manufacturing industry.
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Additionally, we observed a 200% increase (from 5% in Q1 to 15% in Q2)
in the attempt for CVE-2021-41773 (Apache HTTP Server Path
Traversal) to be exploited.

(@ Outbound traffic

1%
o Ve
vlo
b ¥

\l

@ CVE-2021-44228 - Apache-Log4j Remote Code Execution

CVE-2018-19629 - ImageNow Server Denial of Service

CVE-2021-26897 - Windows DNS Remote Code Execution

CVE-2023-29324 - Windows MSHTML Platform Elevation of Privilege

CVE-2023-22527 - Atlassian Confluence Data Center and Confluence
Server Remote Code Execution

CVE-2020-14750 - Oracle Weblogic Server RCE

@ CVE-2009-2445 - Oracle iPlanet Web Server Sensitive Data Exposure
CVE-2021-21872 - Lantronix PremierWave 2050 Remote Code Execution
CVE-2017-1000486 - Primetek Primefaces Weak Encryption Remote Code Execution

@® CVE-2020-1350 - Windows DNS Server Remote Code Execution Vulnerability

29%

Figure 44. Top 10 mitigated CVEs in outbound traffic by traffic volume

We observed a noticeable change in the attempted use of exploited
vulnerabilities in outbound traffic in Q2 2024 compared to Ql 2024.

In outbound traffic, we observed a 190% increase (from 10% in Q1 to
29% in Q2) in the attempt for CVE 2018-19629 (Denial of Service
Vulnerability in ImageNow Server) to be exploited. Notably, we also
observed a 61% decrease (from 33% in Ql to 13% in Q2) in the attempt
for CVE 2023-29324 (Windows MSHTML Platform Security Feature
Bypass Vulnerability) to be exploited.
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(® WANbound traffic

@ CVE-2021-44228 - Apache-Log4j Remote Code Execution
CVE-2009-2445 - Oracle iPlanet Web Server Sensitive Data Exposure
@® CVE-2020-14750 - Oracle Weblogic Server RCE
@  CVE-2022-22963 - Spring Cloud Remote Code Execution
@  CVE-2022-21371 - Oracle Weblogic Server Local File Inclusion
CVE-2021-34523 - ProxyShell - Microsoft Exchange Server Elevation of Privilege
@ CVE-2013-0625 - Adobe ColdFusion Remote Code Execution
CVE-2014-0130 - Ruby on Rails Directory Traversal
CVE-2017-1000486 - Primetek Primefaces Weak Encryption Remote Code Execution

@® CVE-2021-41773 - Apache HTTP Server Path Traversal

Figure 45. Top 10 mitigated CVEs in WANbound traffic by traffic volume

We observed a noticeable change in the attempted use of exploited
vulnerabilities in WANbound traffic in Q2 2024 compared to Q1 2024.

In WANbound traffic, we observed a 79% increase (from 19% in QI to
34% in Q2) in the attempt for CVE-2021-44228 (Apachelog4jRCE) to be
exploited. This is a similar increase to what we observed for Log4jin
inbound traffic.

Additionally, we observed a 129% increase (from 7% in Q1 to 16% in Q2)
in the attempt for CVE 2009-2445 (Oracle iPlanet Web Server sensitive
data exposure) to be exploited and a 114% increase (from 7% in Ql to
15% in Q2) in the attempt for CVE 2020-14750 (Oracle Weblogic Server
RCE) to be exploited.
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() Key Recommendations

Based on our key findings, Cato CTRL recommends that
organizations take the following actions:

@ Implement Continuous Threat Intelligence Monitoring

- Set up a system to monitor dark web forums and marketplaces
for any mention of your company's data or credentials being sold.

@ Develop a Comprehensive Data Breach Response Plan

- Create a detailed, step-by-step plan for responding to a
confirmed data breach.

- Include procedures for containment, assessment, notification
(to affected parties and regulators) and remediation.

- Regularly test and update this plan through tabletop exercises.

@ Adopt an "Assume Breach" Mentality

- Implement strong security measures, such as Zero Trust
Network Access (ZTNA), Data Loss Prevention (DLP) and
Extended Detection and Response (XDR).

- Conduct regular penetration testing and red team exercises to
proactively identify vulnerabilities before attackers do.

@ Educate Yourself on the Perils of Cybersquatting

- Incorporate cybersquatting tools and techniques for detecting
phishing and other attacks that use this method for nefarious
purposes.

@ Develop an Al Governance Strategy

- Create policies and guidelines for the use of Al tools within the
organization, and consider security, privacy and compliance
implications.

- Implement monitoring and controls for Al application usage,
especially for tools that may handle sensitive data.
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@ Implement Suspicious Activity Monitoring (SAM)

- Regularly update a comprehensive set of detection rules for
suspicious activities, with a particular focus on potential lateral
movement and data exfiltration attempts.

- Pay close attention to suspicious behaviors, such as
unauthorized access attempts or unusual login activity as
these are strong indicators of a sophisticated attack.

@ Prioritize Secure Protocol Adoption

- Conduct an audit of all protocols currently in use across the
organization, prioritizing the replacement of insecure protocols
(HTTP, Telnet, SMBV1/v2) with their secure counterparts (HTTPS,
SSH, SMBV3).

- Implement policy controls to block the use of insecure
protocols wherever possible.

@ Prioritize Patching of Highly Exploited Vulnerabilities

- Implement a proactive patching schedule for critical
vulnerabilities, especially those actively exploited (ex: Log4j).
Implement policy controls to block the use of insecure.

- Use vulnerability prioritization tools to focus on the most critical
and actively exploited vulnerabilities first.

@ Enhance Monitoring of Public-Facing Services

- Implement continuous vulnerability scanning for all
internet-exposed services.

- Use Firewall-as-a-Service (FWaa$S) and regularly update
security configurations.

- Consider leveraging bug bounty programs to find
vulnerabilities in public-facing assets.
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() Conclusion

@ Methodology

The Q2 2024 Cato CTRL SASE Threat Report summarizes findings from
Cato CTRL's analysis of 1.38 trillion network flows across more than
2,500 customers globally between April and June 2024.

(® About Cato CTRL

Cato CTRL (Cyber Threats Research Lab) is the world’s first CTI
group to fuse threat intelligence with granular network insight
made possible by Cato’s global SASE platform. By bringing
together dozens of former military intelligence analysts,
researchers, data scientists, academics and industry-recognized
security professionals, Cato CTRL utilizes network data, security
stack data, hundreds of security feeds, human intelligence
operations, Al (Artificial Intelligence), and ML (Machine Learning)
to shed light on the latest cyber threats and threat actors.

@ About Cato Networks

Cato Networks delivers enterprise security and networking in a
single cloud platform. With Cato, organizations replace costly and
rigid legacy infrastructure with an open and modular SASE
architecture based on SD-WAN, a purpose-built global cloud
network, and an embedded cloud-native security stack.

Want to learn why thousands of organizations secure their future
with Cato? Visit us at www.catonetworks.com.
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